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1. Introduction

Advances in information technology in the digital age have driven significant transformation across various industrial
sectors, including the banking sector, which is required to adapt rapidly to a dynamic business environment (Ardianto et al.,
2024). Digitalisation not only enhances operational efficiency but also expands the reach of services to customers through
various electronic channels such as mobile banking and internet banking (Ardianto et al., 2024). In this context, the utilisation
of information technology has become a key factor in creating a competitive advantage and improving the quality of banking
services. Banks, as financial intermediaries, are required to optimally integrate technology to meet customers’ increasingly
high expectations regarding the speed, security, and convenience of services (Jureid et al., 2026). This is also reflected in the
digital transformation undertaken by PT Bank Central Asia Thk in delivering various technology-based service innovations.
Therefore, digital transformation in the banking sector is no longer an option, but a strategic necessity in the face of global
competition (Octaviany et al., 2024).

Management Information Systems (MIS) play a vital role in supporting organisational operations, particularly in the banking
sector, which relies heavily on accurate, real-time data management(Mitra et al., 2021). MIS serve as a means of collecting,
processing, storing and distributing the information required for managerial decision-making. In the context of modern
banking, MIS is not only used to support internal activities but is also integrated with various digital services that enable direct
interaction with customers(Mitra et al., 2021). Effective implementation of MIS can enhance operational efficiency, reduce
human error, and accelerate business processes. In large banks such as PT Bank Central Asia Tbk, the MIS serves as the
backbone for managing financial transactions, risk analysis, and the development of innovative digital services (Yuni, 2025).
Consequently, the presence of a reliable and integrated MIS is a crucial factor in supporting the organisation’s overall
performance(Kurniawan & Nasution, 2026)

As the use of information technology in the banking system increases, information security risks have also risen significantly
(Kurniawan & Nasution, 2026). Threats such as cyber attacks, data breaches, phishing, malware, and various other forms of
digital crime have become major challenges facing banking institutions. Vulnerabilities in information systems can be exploited
by malicious parties to access sensitive data, which could ultimately harm both the institution and its customers (Sari et al.,
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2025). In this context, information system security is a crucial aspect for ensuring the confidentiality, integrity, and availability
of data. Major banks such as PT Bank Central Asia Tbk, which handle high transaction volumes and have a broad customer
base, are potential targets for cyberattacks (Alfarizi et al., 2024). Therefore, a comprehensive and sustainable security strategy
is required to anticipate and mitigate the various risks arising from the use of information technology (Fuji, 2025).

The importance of information system security is a crucial aspect in safeguarding the confidentiality, integrity and
availability of data (the CIA triad), particularly given organisations’ increasing reliance on digital systems (Jevti¢ & Alhudaidi,
2023). Confidentiality plays a role in protecting sensitive information from unauthorised access; integrity ensures the accuracy
and reliability of data against unauthorised alterations; whilst availability ensures that systems and data can be accessed by
authorised parties when required (Radanliev, 2024). Failure to maintain these aspects can lead to serious consequences, such
as financial losses due to cyber-attacks, recovery costs, and legal sanctions, as well as reputational damage that impacts
declining customer trust and potential business loss (Nurmadani et al., 2026). Therefore, the implementation of effective
information security strategies is crucial for mitigating risks and ensuring organisational sustainability. However, there is a view
that an excessive focus on security has the potential to hinder innovation due to increased regulation and an overly cautious
approach; consequently, a balance is required between strengthening security and technological development in addressing
the dynamics of the digital landscape (Le et al., 2025).

Previous research on information system security in the banking sector has identified various technological approaches,
such as encryption to protect sensitive customer data and transactions, the use of firewalls to control and monitor network
traffic in order to prevent unauthorised access, and the implementation of artificial intelligence (Al)-based security capable of
enhancing real-time detection and response to cyber threats (Choithani et al., 2024). Nevertheless, there remains a significant
research gap, particularly regarding the scarcity of Systematic Literature Reviews (SLRs) that specifically address the security
of Management Information Systems (MIS) in major banks in Indonesia, meaning that understanding of the contextual
challenges in this region remains limited (Vasquez Ubaldo et al., 2023). Furthermore, most research tends to focus on the
development of conceptual frameworks without being supported by adequate empirical validation, particularly within the
context of the Indonesian banking industry (Rani et al., 2026). Therefore, although advancements in security technology
continue to progress, the need for comprehensive and context-specific studies remains crucial to strengthen banking security
systems holistically (Azizah et al., 2024).

A Systematic Literature Review (SLR) is an essential approach for producing a systematic, transparent and comprehensive
synthesis of research, particularly in the field of information security, through the structured process of identifying, evaluating
and integrating findings from various studies (Hidayat, 2025). This method is capable of minimising bias whilst enhancing
transparency in literature reviews, as emphasised by (Williams Jr et al., 2020),who state that SLRs provide a comprehensive
overview of a research topic and strengthen the knowledge base through the synthesis of previous research whilst upholding
the principles of transparency and bias reduction. In the context of information security, (Daeli et al., 2026) demonstrated the
effectiveness of SLR through a systematic review of the causes of data breaches by identifying 283 articles, which were
subsequently selected into 18 main studies based on strict inclusion and exclusion criteria, thereby yielding evidence-based
conclusions regarding security system vulnerabilities. Furthermore, Z. (Amin et al., 2022) emphasises that SLR provides a
systematic and in-depth approach to obtaining accurate and relevant literature, making it a superior alternative to traditional
literature reviews for comprehensively and structurally understanding information security issues.

Based on the findings presented, it can be observed that research on the security of Management Information Systems
(MIS) in the banking sector remains dominated by discussions of security technologies such as encryption, firewalls and artificial
intelligence, whilst studies that specifically integrate technical, managerial, governance and organisational policy aspects within
the context of major banks in Indonesia remain very limited. Furthermore, the majority of research focuses on conceptual
frameworks and has not yet provided a comprehensive synthesis regarding the effectiveness of applying the CIA Triad principles
in supporting the overall security of MIS. This situation indicates a gap between the development of security technologies and
their integrated and contextual implementation within the national banking environment. Therefore, this study aims to analyse
the security of the Management Information System in the utilisation of information technology at PT Bank Central Asia Tbk
(BCA) through a Systematic Literature Review approach, in order to identify developments in security technology, evaluate the
integration between technical and managerial aspects, and formulate a conceptual model that can strengthen the resilience
and effectiveness of banking information system security.

2. Materials and Methods

This study aims to comprehensively analyse the security of Management Information Systems (MIS) in the use of
information technology, specifically at PT Bank Central Asia Tbk, by identifying various approaches, challenges, and relevant
risk mitigation strategies within the context of digital banking. The method employed is a qualitative approach using a
Systematic Literature Review (SLR) design to produce a systematic, transparent, and evidence-based synthesis of knowledge.
The literature search strategy was conducted in a structured manner through scientific databases such as Google Scholar using
relevant keywords, including “information system security”, “management information system”, “banking security”, and
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“cybersecurity”. The search process was restricted to scientific publications within a specific timeframe (e.g. 2016—-2026) to
ensure the relevance and recency of the data used.

Next, inclusion and exclusion criteria were established to ensure the quality and relevance of the literature analysed. The
inclusion criteria encompassed articles from reputable journals, international conference proceedings, and publications that
directly addressed information system security, particularly within the banking sector or technology-based organisations.
Meanwhile, exclusion criteria included articles that were irrelevant to the topic, lacked full-text access, or had not undergone
a peer-review process. The literature selection process was carried out in stages through the identification, screening, and
evaluation of article quality using a systematic approach. Subsequently, the data extraction process was carried out by
gathering key information from each selected study, such as the research objectives, methods used, main findings, and
recommendations regarding information system security. The collected data was then analysed qualitatively to identify
patterns, trends, and research gaps as a basis for formulating the study’s conclusions and recommendations.

Problem Identification and Determination of Inclusion

Objective Formulation and Exclusion Criteria
Formulation of Research Data Selection and
Question (RQ) Extraction

Analysis, Synthesis, and

Literature Search Strategy Conulusion Dring

Figure 1. SIM Security Research Procedure for BCA’s Digital Banking Operations

Figure 1. lllustrates that this research procedure begins with the identification of the problem, emphasising the urgency of
Management Information System (MIS) security in supporting digital banking operations, particularly at PT Bank Central Asia
Tbk, as well as the formulation of objectives to analyse relevant security approaches, risks and strategies. Subsequently, a
focused research question (RQ) was formulated to examine the security methods employed, the challenges faced, and the
effectiveness of information system security implementation within the banking context. The next stage involved devising a
literature search strategy using various scientific databases with specific keywords and a defined publication timeframe to
obtain relevant and up-to-date sources. The literature obtained is then screened using inclusion and exclusion criteria to ensure
quality and alignment with the research focus. The process continues with the data selection and extraction stage through a
phased screening process and the extraction of key information from each selected study, such as methods, results, and
findings related to information system security. In the final stage, qualitative data analysis and synthesis were conducted to
identify patterns, trends, and research gaps, which were then used as the basis for drawing conclusions and formulating
recommendations to strengthen information system security in the use of information technology within the banking sector.

3. Results and Discussion

Based on a synthesis of research findings, several key sub-focus areas can be identified in the study of Management
Information System (MIS) security in the banking sector, namely: (1) cyber security technologies (encryption, firewalls, Al), (2)
security system integration and implementation limitations, (3) managerial approaches and organisational policies, and (4) the
fundamental framework of information security (the CIA Triad and its development model). This categorisation indicates that
research is not only focused on technical aspects but is also beginning to evolve towards strategic integration and information
security governance.

Tabel 1. Banking MIS Security

No Field or Focus Authors’ Names Insights / Research Variables
1. Cyber Security Technology Ang et al. (2026); Choithani et al. Increased adoption of encryption,
(Encryption, Firewalls, Al) (2024); Hamuor et al. (2022); Amaliyah NGFWs and Al; improved threat
(2025); Permana et al. (2025) detection accuracy; MFA as a

security control.
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No Field or Focus Authors’ Names Insights / Research Variables

2. Security System Integration & Permana et al. (2025); Adzimi et al. The integration of encryption,
Implementation Gaps (2024); Risyani et al. (2025); Afifah et al.  firewalls and Al remains partial; the
(2025) effectiveness of these technologies

has not yet been fully realised;
there are coordination challenges

between departments.
3. Managerial Approaches & Security Emmanuel et al. (2025); Kayani (2025); The gap between technical and
Policies Singh (2025); Lohrke & Frownfelter- managerial aspects;theimportance
Lohrke (2026) Hayajneh et al. (2023); of  governance, trust  and
Kayani (2025); Hoshmand & Ratnawati organisational strategy; the need

(2023); Afifah et al. (2025); Nurmadani for a holistic approach.

et al. (2026)
4. security Framework (CIA Triad & Amannah (2024); Ajiga et al. (2024); The CIA Triaq as a foundation;.the
Development Model) Harahap et al. (2023); Azizah et al. implementation —of encryption,
(2024); Tsabita et al. (2023) checksums and backups; the DIE

model as a development; the lack of
empirical evidence in the banking
sector.

Table 1illustrates that the focus of SIM security research in the banking sector remains dominated by technological aspects,
particularly those relating to encryption, firewalls and artificial intelligence. However, there is a significant shift towards
broader integration encompassing managerial, policy and organisational governance aspects. Furthermore, although the CIA
Triad remains the primary foundation of information security, its implementation in the banking sector still faces various
challenges, particularly regarding system integration, coordination between units, and empirical validation. Consequently, the
current scope of research points to the need for a more holistic and integrated approach to enhance the overall effectiveness
of banking information system security.

3.1 Trends in the Implementation of Information Security in the Banking Sector

The banking sector is increasingly adopting information security technologies such as encryption, firewalls and Al-based
intrusion detection systems to counter increasingly complex cyber threats. Encryption serves to protect sensitive data and
maintain the confidentiality and integrity of information (Ang et al., 2026), whilst Next-Generation Firewalls (NGFWs) are
capable of detecting and blocking complex threats through deep inspection, including of encrypted traffic (Ang et al., 2026;
Hamuort et al., 2022). Furthermore, Al-based systems enhance threat detection accuracy and reduce false positive rates
through large-scale data analysis (Ang et al., 2026; Choithani et al., 2024; Hamuor et al., 2022) However, their implementation
still faces challenges such as the need for specialist expertise and potential algorithmic vulnerabilities, necessitating the
strengthening of comprehensive security strategies.

Research evidence indicates that the adoption of security technologies in the banking sector is increasing, particularly
through the implementation of encryption and multi-factor authentication in digital banking (Permana et al., 2025). as well as
the trend towards using Al in governance and security(Amaliyah, 2025). However, evidence regarding the comprehensive
integration of encryption, firewalls, and Al remains limited; existing studies are generally partial in nature, such as the
effectiveness of Al in intrusion detection(Risyani et al., 2025) and the integration of firewalls with IDS (Adzimi et al., 2024).
which are not yet specific to the banking sector. Furthermore, there are implementation challenges such as gaps in
implementation and coordination between departments within Indonesian banks (Permana et al., 2025), meaning claims
regarding integrated Al-based security systems still require further validation.

Research findings indicate that the banking sector has adopted security technologies such as encryption, Next-Generation
Firewalls (NGFWs), and Al-based systems, which contribute to enhancing protection against cyber threats (Ang et al., 2026;
Choithani et al., 2024; HamuoT et al., 2022)However, from an evaluative perspective, their implementation remains partial and
has not yet been fully integrated, despite an increase in the use of encryption, multi-factor authentication, and Al in banking
security (Amaliyah, 2025; Permana et al., 2025). Existing studies generally only highlight the effectiveness of individual
technologies, such as Al-based intrusion detection and the integration of firewalls with IDS, without a unified approach (Adzimi
et al.,, 2024; Risyani et al., 2025). Furthermore, constraints such as limited human resources, potential algorithmic
vulnerabilities, and a lack of inter-departmental coordination remain obstacles to optimising system security(Permana et al.,
2025).

3.2 The Dominance of Technology-Based Approaches in Cybersecurity
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Technology-based approaches to cybersecurity, such as machine learning for anomaly detection, have proven effective
with high accuracy (Emmanuel et al., 2025) and improved threat detection in Al-based cloud environments (Kayani, 2025;
Singh, 2025). However, there remains a gap in integration with managerial and organisational policy aspects, particularly
regarding strategic response and trust management (Emmanuel et al., 2025; Lohrke & Frownfelter-Lohrke, 2026). Therefore,
the implementation of cybersecurity requires transparent governance support as well as synergy between technology, human
factors, and policy to be more effective and comprehensive (Al Hayajneh et al., 2023; Kayani, 2025).

Research evidence indicates that whilst technical approaches remain dominant in cybersecurity, the need for integration
with managerial and policy aspects is increasingly recognised; however, implementation gaps persist (Hoshmand & Ratnawati,
2023; Nurmadani et al., 2026) emphasise the importance of a holistic approach combining technical, governance, and human
resource development aspects; yet, empirically, challenges persist in the form of implementation gaps and inter-departmental
coordination, despite the adoption of technologies such as MFA and encryption (Afifah et al., 2025).

findings indicate that technology-based approaches such as machine learning and Al are effective in enhancing the
detection of cyber threats (Emmanuel et al., 2025; Kayani, 2025; Singh, 2025), yet gaps persist in integration with managerial
and policy aspects, particularly regarding strategic response and trust management (Lohrke & Frownfelter-Lohrke, 2026).
Although a holistic approach has been emphasised (Hoshmand & Ratnawati, 2023), its implementation remains hampered by
a lack of coordination and suboptimal policy implementation, despite the use of technologies such as MFA and encryption
(Afifah et al., 2025; Nurmadani et al., 2026)

3.3 The Importance of Implementing the CIA Triad Principle

Information Management System (IMS) security in the banking sector is based on the CIA triad principle, which
encompasses confidentiality, integrity and availability in protecting data and systems. Confidentiality is maintained through
encryption and access controls to prevent unauthorised access (Fauzi et al., n.d.), integrity ensures data accuracy using
techniques such as checksums and digital signatures (AMANNAH, 2024), whilst availability guarantees service access through
redundancy and backup mechanisms (Ajiga et al., 2024). Furthermore, new models such as DIE are being developed to enhance
the resilience and adaptability of systems to modern security challenges (Ajiga et al., 2024).

Research indicates that the CIA Triad is recognised as the foundation of information security in general, though specific
evidence within the banking sector remains limited. (Fauzi et al., n.d.) describe its application in internet banking, whilst
(Harahap et al., 2023) emphasise the interdependence of its components. However, empirically, (Azizah et al., 2024) found
that implementation and coordination gaps still exist in Indonesian digital banks, and (Tsabita et al., 2023) focused more on
security standards without specifically testing the CIA Triad, meaning its role in the success of banking security has not yet been
fully confirmed.

Research findings indicate that the CIA Triad remains the foundation of SIM security in banking through the application of
encryption, access control, and mechanisms for system integrity and availability (Ajiga et al., 2024; AMANNAH, 2024; Fauzi et
al., n.d.). However, from an evaluative perspective, although it is supported conceptually and has begun to be developed using
models such as DIE (Ajiga et al., 2024), empirical evidence remains limited, as evidenced by gaps in implementation and
coordination (Azizah et al., 2024) and the lack of research specifically testing the CIA Triad within the banking context (Azizah
etal., 2024).



https://www.malque.pub
https://doi.org/10.31893/jabb.21001

" & Firowall NGFW)

2. CYBER THREAT & RISK
VARIABLES

B Encryption-Firewall-Al Integration

j Q Cyber Attack

“ [2] intrusion Detection System (IDS) J ) integrated Security System

?‘ Data Breach }
» ,ﬂ, Malware j
\

3 Phishing

e System Fragmentation

(4 Machine Loaming

1. CYBERSECURITY 3. SECURITY SYSTEM k- System Interoperability |
(> 2y Detecdon TECHNOLOGY VARIABLES INTEGRATION VARIABLES - ‘

{ @ Systom Vulnorabilities il mplementation Effectiveness

‘( £ Cybersecurity Tools

=z oA —— { M\ information Security Risk J; Ii4] implementation Gaps

(@ cloud securiry

, 4 { HE Threat Complexity
| (B Mutti-Factor Authentication (MFA) — il 1T Governance

| @ Detection Aceuracy [ Security Policies

‘» [/ Faise Positive Reduction Q A Risk Management \

°
@® 4 MANAGERIAL&

|
|
J
s RESEARCH B ORGANIZATIONAL 8 Doy J‘
|
|
|

283 Interdepartmental Coordination

Tl Banking System Stability V ARl ABLE VARIABLES
8. OUTCOMES / @ Organizational Strategy
4 a1l vPAcT vARIABLES J -

" Trust Management
£} Operational Efficiency — e it

\
]
$
i
3
)
i
H
e sl

& Human Facter / HR

©  systom Resilience
o 6. INFORMATION SECURITY

FRAMEWORK VARIABLES

D { p Technology & Management Integration

o—, Lack of System Integration

[B) Limited Empirical Validatior ik Tiad ., DIE Model + ) Muhtidimensional Approach
C" S e 5. HOLISTIC SECURITY

7. RESEARCH GAPS Evolving) - 2e 7

o >LQ _VARIABLES Confidentiality APPROACH VARIABLES PR Technology—Human—Policy Synergy
-
=

N\, Limited Studies in Indonesian : &G DaeaProtaction gé Organization-Based Security

Banking Context j \/ Integrity — -
System Redundancy / Comprehensive Security Strategy
"1)' Implementation Gap . -S) Availability ﬁ & Backup 9]

vs. Concept

Figure 2. Development of Research Variables in Management Information System Security in the Banking Sector

Figure 2 illustrates the development of research variables in Management Information Systems (MIS) security within the
banking sector, covering technological aspects such as encryption, firewalls, Al, IDS and MFA; risk aspects such as cyber attacks,
data breaches and malware; security system integration; and managerial aspects such as IT governance, policies and risk
management. Furthermore, there are key frameworks such as the CIA Triad and the DIE model, as well as research gaps in the
form of a lack of integration and empirical validation, with outcomes including customer trust, operational efficiency, and
system resilience, indicating a shift towards a more holistic and integrated approach to security.

4, Conclusions

Based on the evaluation results, it can be concluded that the security of Management Information Systems (MIS) in the
banking sector has seen significant progress through the adoption of technologies such as encryption, firewalls and artificial
intelligence (Al), which have proven to enhance the ability to detect and mitigate cyber threats; however, theirimplementation
remains largely piecemeal and has not yet been comprehensively integrated. Furthermore, although technology-based
approaches dominate, there is a clear gap in integration with managerial, governance, and organisational policy aspects, which
impacts the sub-optimal effectiveness of the overall security strategy. On the other hand, the CIA Triad remains the primary
conceptual foundation; however, the limited empirical evidence within the banking context, particularly in Indonesia, indicates
a gap between theoretical frameworks and practical implementation. Consequently, prominent research gaps include the lack
of integration between technology-based security systems and organisational policies, the scarcity of contextual empirical
studies, and weak coordination between units in security implementation. Based on these findings, an urgent research topic
for future study is the development of an integrated and holistic Al-based banking SIM security model that combines
technological, governance, and human factors, accompanied by empirical validation within the Indonesian banking context to
produce adaptive, effective, and sustainable security strategies.
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